Automating Network Configuration With Natural Language Intents
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[1dgeLe [Flad{le]s™ [Our Goal] Automate three tasks to generate deployable configurations directly from natural language (NL) intents.
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1. Intent Understanding: Interpret NL inputs to
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ACL Template

R4 @ Port name: GigabitEthernet0/0

Function: Firewall A

@ | Port ip/mask: 10.0.1.1/24

X: Apply the DENY ACL rule at outbound direction

10.0.1.0/24

10.0.2.0/24 10.0.3.0/24

Dormitory
Destination

Waypoint

Port Information

R4 @ | Port name: GigabitEthernet0/1

Function: Firewall A

@) |Port ip/mask: 192.168.2.3/24

i/j: OSPF weight of the left-right (i) /right-left (j) direction link

Identify necessary network specifics and policies

for configurations (e.g. source prefix or ACL action).

2. Intent Implementation: Solve parameter settings
in network topology with proper protocols (e.g.
OSPF link weights or ACL configuration ports).

OSPF Template

& Filling

interface <port-name> <-------—-———--TCTT T -
ip address <ip> <mask> < ---- - _____. —-®
ip ospf cost <cost_value> <--—-————— - _____| @

router ospf <#ospf>
network <ip> <wildcard-mask> area <#area><---(3)

Scripts Generation with Protocol Templates
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Scripts Generation with Protocol Templates

Hostname R2

Transform ~ Ral

interface GigabitEthernet0/1 <----—---——-—————-- @

ip address 192.168.2.3 255.255.255.0 <----- - %

—> ip ospf cost 2 <-----"7-mmmmmooooooooooooooy T
Deployable | !
Scripts router ospf 1
network 192.168.2.0 0.0.0.0.255 area 0<--1-+---(®)
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3. Scripts Generation: Generate deployable

configuration scripts by filling identified network
specifics and protocol settings in templates.

Despite the widespread exploration of template-filling-based methods for Script Generation, unresolved challenges remain in the other two tasks.

Intent Understanding [Overview] Use LLMs with Prompt Engineering to identify all necessary configuration specifics.

Why LLM

Related works

Named-Entity Recognition (NER) with traditional
language models (e.g. BERT), such as identifying

“Library” as source endpoint.

Limitations: Low generality

Challenges with LLM Design:

Prompt Engineering

Handle implicit network information
Certain network-specific information needed for

configuration (e.g. prefixes)

stated in NL and varies between networks.

We map

may not be explicitly

Implicit information database

specific information and supply it to LLMs, using
prompts like “Library” -> “10.0.7.0/24”.

NL names to corresponding network-

Related works requires training different models for

different network corpora and specific retraining for
“Library” and

entity synonyms (e.g. “Lib”,
“10.0.1.0/24”).

LLM: Suitable to solve expression variations
LLMs are pre-trained models with strong text
processing abilities for various corpora, capable of

Specify key identification elements

LLMs should understand which elements are intent can

necessary to identify for the current configuration,
such as "source prefixes" and “policy” to allow or
deny flows for ACL intents configuration.

Key identification elements description
We provide key identification elements with
explanations to LLMs. Our prompts for reachability

be: "Policy: <permit/deny intent flow>".

solving numerous text-based tasks via prompting

instead of repeated training.

Intent Implementation

Understanding process guidance

We describe the details about how to extract key
identification elements using NL and implicit
information databases.

[Overview] Use priority-based framework to reconcile configuration conflicts in Intent Implementation.

Conflict (a): New Intent and Existing Configuration

Intent: Permit Library -> Dormitory

10.0.1.0/24 10.0.2.0/24 10.0.3.0/24

Existing ACL Rules

Protocol Implementation Analysis

deny 10.0.1.0/24 any
permit all

One possible Solution

Conflicts (b): Between New Intents

Intent 1: Library -> Dormitory Waypoint Firewall A
Intent 2: Library -> Office Waypoint Firewall B
Intent 3: Laboratory -> Dormitory Waypoint Firewall A

Existing ACL Rules

permit 10.0.1.0/24 10.0.3.0/24

permit all

Intent and existing ACL rules manage
overlapping flows with opposite action.

deny any 10.0.3.0/24
permit all

permit 10.0.1.0/24 10.0.3.0/24
—» | deny any 10.0.3.0/24
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Function: Firewall A| ~+ |Function: Firewall B

If achieving new intent, partial existing
old settings will be overwritten.

10040/24

Three new intents cannot be achieved
simultaneously with formulation.

Since some configurations cannot be achieved simultaneously, NetOps teams should reconcile these conflicts.

: Design: Priority-Based Framework

NetOps teams set a priority to
each new Iintent and existing
setting.

Satisfy inten
priorities when

by maximizing priority sum.

ts with higher | :
conflicts happen | :

Protocol Implementation Analysis

Formulation for Three Intents Possible Solutions

I
I
) W14 + Waz < W12 + We3 Implement 1 & 3 |
@ W12 + W23 + Waa < W14 4> Wes ORI )
3 W21 + W14 + W43 < W23 Implement 1 I
. 2 -> W23 OR |

l Implement 2
Inequalities Conflict Combinations 4 -> W14 OR |
D @ @ @ Implement 3 |
_ 4 -> Wo3 |
L Ay I

Only partial new intents can be achieved
and there are many partial solutions.

Two Examples (In Conflict (b) Situation)

Priority of three intents: 1, 4, and 1.
We satisfy intent 2 with priority sum
equal to 4.

Priority of three intents: 1, 1, and 1. | :
We satisfy intent 1 and 3 with|:
priority sum equal to 2. '

Preliminary TEE G [Overview] Our Intent Understanding achieves high accuracy with fast inference time in mere seconds.

Conclusion

1. Advanced models (GPTs) achieve over 95% accuracy, with GPT-4 even
reaching 100%.

2. Inference time range from a few seconds for all models.

295 9259 1.38 3 08 3. Two datasets yield similar accuracy and inference time results.

Results
Dataset Information Evaluation Results
Dataset % Chars
# Intents Metric | Llama 2 Mistral GPT-3.5 GPT-4
Per Intent
A. 1. 0 . 0 . 0 1 0
Hand-crafted 150 813 c.curacy 91.3% 86.7% 98.7% 00%
Time (s)
A 88.0% 88.7% 98.3% 100%
Al-generated | 300 81.9 ceatacy
Time (s) | 2.89 2.33 134 413




